BE3OMACHOCTb NMNATEXHbIX YCIYT
BesonacHocTb Npu KCNonb3oBaHWMK NNATEXHbIX KapT

BaHk Poccun pekomMmeHOyeT BCeM [AepXaTendmMm nrnaTteXHblX KapT cobniogaTtb OCHOBHbIE Mepbl Nno
obecneveHnto GesonacHoCTh npun nony4vyeHumn nnaTeXXHoN KapTbl B OaHke, npn ee XpaHeHun, ncnornb3oBaHUN B
OaHkomare, npeanpuaTnax Toproerin U ycnyr, B TOM Yucne Ona onrnatbl TOBapoB U YCIyr B CETU MHTepHeT.

Obuwume pekoMeHaaunn gepxartenam niaTteXHbixX KapT
npu nonyvYeHnn B OaHke n XpaHeHunn nnaTexHomn KapTbl

1. BmecTe c nmaTexHoOW KapTol BblgaeTcsa 3arnedaTtaHHbil koHBepT (MMMH-kKoHBepT) ¢ nepcoHarnbHbIM
naeHTnrkaumoHHbim - Homepom  (MWH-kogom), KoTopbIi  HeobOxogMM Npu  MNpOBedEeHWM  ornepauunm  C
NCMNOMb30BaHMEM YCTPOMCTB camoobcnyxunBaHus (baHKOMaToB) MNU TEPMWUHANOB B MPeanpuaTUsX TOProBnv u
ycnyr nubo KpeauTHbIX OpraHu3aumsx yYepes onepaumoHHO-KaccoBOro paboTHuka. Npu monydeHun nnatexHon
kKapTel M KoHBepTa ¢ [M/H-kogom npoBepbTe OTCYTCTBME CEdoB BCKPbITUS KOHBEpPTA, COXpaHUTe ero B
HeJOCTYNHOM AN NOCTOPOHHUX NUL, MecTe.

2. PeKomer,yech Bcerga MMeTb npu cebe HOMeEpP nraTeXXHon KapTbl, a TakKkKe KOHTaKTHble Teﬂe(bOHbI
er,D,l/ITHOl7| opraHn3auunn - SMUTEHTA KapTbl, KOTOPbI€ pacrnoJioXKeHbl Ha 060p0THOl7I CTOpPOHE KapThbl.

3. He 3anucbiBante MNMNH-kog Ha nnaTexxHOW kapTe, ero peKoMeHayeTcs 3anoOMHUTb JIMOO XpaHUTb OTAENbHO
OT KapTbl B HeJOCTYNHOM AN NOCTOPOHHUX vl mMecTe. Ecnn kpegutHas opraHusaums - SMUTEHT nossBonseT
cmeHuTb NMNH-Kkoa, 3ameHnTe ero Ha 3anoMUHAaOLLYHOCS KOMBUHaUMIO undp.

4, Cne,u,yeT MITHOPUPOBATb 3NIEKTPOHHbIE NMUCbMa, B KOTOPbIX OT UMEHU erﬂI/ITHOVI opraHunzaummn - SMUTEHTa
nocrtynaroT I'IpOCb6bI coobuwmMTb NoOble OaHHbIE O KapTe. He pekomMmeHOyeTcAa nepexognTtb No CCblfikam, B TOM
ynucne No CChifikaMm Ha canT erﬂMTHOVI opraHumsauum, ykKkasaHHbiM B 3J1IEKTPOHHOM MNUCbMeE, TaK Kak OHU MOryT
npmnBecTh Bac Ha MOLUEeHHN4YeCcKune CanTbl - ABOVHUKMN.

5. CyliecTByeT pUCK NoTepsATb BCe AEHEXHble cpeacTBa ¢ 6HaHKOBCKOro cyeTa B Criydae notepu nnaTexxHon
KapTbl, MM6O ecnu kapTta Obina ykpageHa, a Takke B crnyyae kpaxu NMNH-koga n Bawmx nepcoHanbHbIX AaHHbIX.
Heobxoammo HemeaneHHO CoOBLMTL B KPEAUTHYIO OpraHM3aumnio o dakTe yTpaTbl NnaTexHon KkapTbl M6o o ToMm,
yto [MMH-k0O W nNepcoHanbHble AaHHble Y3Hanu MNOCTOPOHHME nuua, U cnefoBaTb MHCTPYKUMAM paboTHMKa
KpeauTHOM opraHu3auun.

PekomeHgaunn aepxartenam nraTeXHbIX KapT
Mo NUCMonb30BaHNIO NNaTEXHON KapTbl B 6aHkomare

1. [Ina coBeplUeHUss onepaunit ¢ UCMoNb3oBaHNeM NnaTexHol kapTbl HeobxoauMo BblGUpaTb BaHKoMaThl,
yCcTaHOBNeHHble B 6esonacHbiX MecTax, a Takke B MecTax, B KOTOpbIX GaHkoMaTbl HaxodAaTcs rnop
BMOeoHabmogeHneM (B noapasgeneHnsax KpeamTHbIX opraHu3aumii, rocyqapCTBEeHHbIX yUpeXaeHusix, asponopTax,
KPYMHbIX TOProBbIX KOMMIieKcax v T.n.).

2. He ucnonb3ynte ycTtponcTBa, koTopble TpebytoT BBoga lMH-koga ons goctyna B MOMeELLEHuWe, rae
pacnosnoxeH 6aHkomar.

3. lMpexpe 4eMm ucnonb3oBaTb MnaTeXHyl kapTy B OaHkomaTe, ybeautecb B HanuumMm Ha GaHkomarte
amMbremMbl MMNaTeXHOW CUCTEMbI, COOTBETCTBYIOLLEN KapTe, a Takke MHgopmauum o GaHke, obcnyxmBaroLem
HaHkomar.

4. MNMpexage 4Yem mcnonb3oBaTb GaHKOMAT, HEOOXOOMMO OCMOTpeTb ero. Ecnu obHapyXeHbl "NocTopoHHuE"
YCTPOWCTBA, HE COOTBETCTBYIOLLME €r0 KOHCTPYKLUMMW, UK OOMOSHUTENbHbIE YCTPOWCTBA Ha KapTOMpUEMHWKE UMnn
knaeuatype ans Habopa MNMH-koga, Heobxoanmo ucnonb3oBaTtb Apyron 6aHkomart. O GaHkomare, Bbl3biBalOLLEM
noao3peHus], crieqyeT CoobLWNTE B KpEOUTHYI0 opraHu3auuto, obcnyxmearoLLyto 6aHkomar.

5. Mpwn BBoAe NMNH-koaa HeobGXxoaNMMO NPUKPLIBATL KraBuaTypy pyKoMW.

6. B criyyae ecnv BO3HMKIIM COMHEHUs B Haanexalleil pabote GaHkomaTa (Hanpumep, 6aHkomaT paboTaeT
HEeKOPPEKTHO, I0NToe BPEMSI HAX0AMTCA B peXrMe oXuaaHus Nbo camonpons3BosbHO NepesarpyxaeTcs), crieqyeT
0TKa3aTbCs OT MCMOSIb30BaHUSI Takoro GaHkomaTa, OTMEHWUTL TEKYLLYIO ornepauuto No KapTe U AoXAaTbCcs Bo3BpaTa
NnaTeXxHoN KapThbl.

7. MonyunMB HamnuuHble AeHexHble cpefcTBa B 6GaHkomaTe, He 3abyabTe B3ATb MMATEXHYK KapTy U3
KapTonpueMHuka Bo nsbexxaHve nonagaHus ee B Pyku 3noyMblLLNIEHHMKA.

8. Henb3s OOBEPATb COBETAM TPETbUX INNLL N np|/|6eraTb K MOMOLLIM NOCTOPOHHUX NPU COBEPLUEHNN onepau,vlﬁ
no KapTte B GaHkomarTe, 3a UCKIIYeHeM pa6OTHI/IKOB er,EIMTHOVI opraHunsauunun.



9. B cnyyae ecnu GaHkomaT He BO3BpallaeT KapTy, HEOOGXOAMMO MO3BOHUTL B KPEAUTHYIO OpraHvMsaumio,
YTOObl COOBLLMTL O CIyYMBLUEMCS, U CMEA0BaTb yKa3aHUsM paboTHMKa KPeAUTHON opraHn3aumm.

10. B cny4ae ecnu geHexHble cpeacTBa He Gbiny BblaaHbl 6aHKOMaTOM, HO Obinu cnvcaHbl ¢ 6aHKOBCKOrO
cyeTa, cnegyeT 00paTUTLCH B KPEOUTHYHO OpraHM3aumtio U HanucaTb 3asiBlIEHNE O HECOTacum ¢ onepaumen.

PekomeHgaunn aepXxatenam nnaTteXxHblX KapT
Nno UX Ncnonb3oBaHUIO B NpeanpuAaTnAx Toproein 1 ycnyr

1. He cnenyeT vcnonb3oBaTb MNATEXHYH KapTy B NpeanpuaTUAX TOProBMM W YCNYr, He BbI3bIBAOLLMX
foBepus.

2. TpebyiiTe NpoBegeHNs onepauunn ¢ NIaTEXHOW KapToM TOMbKO B Ballem NpUCyTCTBUKN. ITO HEOBX0aMMO B
Lensx CHUKEHUS pUcka HernpaBoOMEPHOrO MONy4YeHNst NePCOHarbHbIX AaHHbIX, YKa3aHHbIX Ha NNaTexHon KapTe.

3. MNpn onnate ToBapoB M ycnyr no KapTe Kaccup MOXET NonpocuUTb noanucatb 4vek, seectu NVH-koa nnm
npegocTaBuTb yOOCTOBepeHUe nuyHocTu. MNMepen tem kak BBectu NUH-koa, ybeamtech B TOM, YTO HAXo4sLMECS B
HenocpeaCTBEHHON GNM30CTW MOAM He CMOryT ero yBuaeTtb, nnbo npukpbiBanTe BBog MNH-koga pykon. Mpexae
YeM noanuchbiBaTh YeEK, MPOBEPbTE YKa3aHHY B HEM CYMMY.

4. Ecnu onnaTta No MnaTeXHOW KapTe He MNpoLufa, COXpPaHUTE YekK, BblAaHHbI TEPMWHANIOM, 4YTOOblI B
,qaaneleeM npoBepunTb OTCYyTCTBUE aTon onepauun B BbINMKCKE MO CYETy, a B Cllydae ee Hanuydna 3adaBUTb B
KpeauTHYO opraHmnsaumio 06 3Ton onepaumu.

PekomeHaaLmm gepxaTensam nnaTexHblx kapT
Nno CoBepLUEHMIO onepauuin no kapTe B cetn NHTepHeT

1. 3akasbiBas ToBapbl U ycnyrM no TenedoHy unu npu pabote B ceTn VHTEpHET, He cnegyeT cooblaTb 1
BeoauTb MNH-koa. Ecnu npu onnate toBapoB u ycnyr B cetn WHTepHeT npoaasey, 3anpocun MNWH-koa, B Takom
cny4yae cnegyet coobwmuTe 06 3TOM NPOAABLIE B KPEAWUTHYIO OpraHM3auuio.

2. C uenbio npefoTBpalleHnst HENPaBOMEPHOTO CHATUS BCEW CYMMbl AEHEXHbIX CpefAcTB C GaHKOBCKOro
cyeTa LenecoobpasHo YyCTaHOBUTb CYTOYHbIN NUMUT Ha CyMMY Oonepauuin no nnatexHomn kapTte. Npu cosBepLueHnn
MOKYNOK B CeTU MHTepHeT pekomMeHOyeTCcAa UCcnonb3oBaTb OTAENIbHYIO KapTy, npegHa3HadYeHHyr Ona onnartbl
TOBapoB M yCryr Yyepes ceTb VIHTepHeT.

3. Bo nsbexaHue HenpaBoOMEpPHOro NCrnoJjib30BaHNA BalLUUX NepCoHallbHbIX AAaHHbIX CO CTOPOHbI TPETbUX NNL
pekomMmeHAyeTCA enaTtb NMOKYMNkKn co CBOEro KoMrnbroTepa. Ecnn NOKYMNKN OCYLLUECTBNAIIUCb HA YYyXOM KOMMbOTEPE,
HE coxpaH;||7|Te Ha HEM NnepcoHalibHble AaHHbIe.

4. HeobxooMmo yCTaHOBWUTb Ha CBOW KOMMbIOTEP aHTUBMPYCHOE MporpaMMHoe obecrnedeHue, perynsipHo
npoBoauTb ero obHoBNeHue u OBHOBMEHME OPYrMX WCMNOMb3yeMblX NPOrpaMMHbIX MPOAYKTOB (OnepauyoHHON
CUCTEMBI M NPUKNAZHbIX MporpamMMm), 3TO MOMOXET 3alMTUTb KOMMbIOTEP OT MPOHWKHOBEHMSI BPELOHOCHOMO
nporpaMmMHoro obecnevyeHuns.

5. He ncnonb3yinte kapTy Ans NOKYNokK Yyepes web-canTbl, KOTOpbIE HE UCMOMb3YIOT creLunansHble cpeacTaa
Ansa 3aWmTbl MHOPMaUUK O NnaTexHon kapTe. besonacHble web-canTbl OTMEYEHbI 3HAYKOM B BUAOE 3aKPbITOro
3aMouYKa, agpec canTa JOImKeH HavnmHaTbes ¢ https://.

6. PekomeHnayeTcs genatb NOKYMKN HA UHTEPHET-CanTax NPOBEPEHHbIX U HAAEXHbIX NPeAnpUATU TOProBnm
W yCnyr, WCMOMb3YOLMX TEXHOMorMio ©0e3onacHoro npoBedeHUs onepauuin Mo nnaTtexHblM Kaptam B CeTu
MHTepHeT. Ha Takmx WMHTepHeT-camTax ykasaHbl OTMETKM nnaTtexHbix cuctem: "Verified by Visa", "MasterCard
SecureCode".

7. Onepau,mm B ceTun MHTepHeT B 3aliMLEHHOM pexunme pekoMeHOyeTCca npoBoAUTb C MUCMOJIb3OBaHMEM
OHOPa30BbIX naponeﬁ, KOTOpble MOXHO nony4Yntb B Buae CMC-coobLleHnss unu cnucka B erﬂ,MTHOIZ
opraHun3auun nnn GaHkoMaTe erﬂ,l/ITHOIZ opraHmnsauunn.

BesonacHocTb npwn NCnosib3oBaHn
KOMMNbIOTEPOB U MOOUIbHbIX YCTpOVICTB
Aana ocyuwlecTBlieHnd nepeBoaoB OEHEXHbIX CpencTB

Vcnonb3oBaHne AWCTaAHLUMOHHBIX METOOOB OnnaTbl TOBapOB W yCrnyr yaobHO ANs KAMEHTOB, Mpu 3TOM
6es3onacHOCTb [eHeXHblIX CpeAcTB CBA3aHa C TeM, HacCKOMbKO OTBETCTBEHHO MOMnb3oBaTenb OTHOCUTCA K
6esonacHOCTN YCTPOMCTBA, MCMOMb3yeMOro Ans OCYLUECTBEHUs NepeBOAOB AEHEeXHbIX CPeAcTB (KommbioTepa,
HoyTByka, MobunbHOro TenedoHa).

|_|pI/I ocyulecTBlieHUMn nepeBoaOB [OEHEeXHbIX cpencts C ucnosnb3oBaHMeM CUCTEM MHTepHeT-6aHKMHFa



3M0YMbILUSIEHHMKN 3a4acTyo OENCTBYIOT B LENAX XULLLEHNS NOTMHOB U Naponemn, MHOW MHAdhopMaLnn, No3sonstoLLen
nonyyYnTb JOCTYN B CUCTEMY UHTEPHET-0aHKUHra.

PekomeHgaLmmn ans KNMEHTOB KPeAMTHBLIX OpraHu3aLui
Npv COBEPLLUEHUN MaTexen
C ucnorb3oBaHnem cuctem NHTepHeT-6aHKNHra

1. PekomMeHOyeTCs OrpaHu4uTb LOCTYN MOCTOPOHHMX JWL K KOMMbOTEPY (HOYTOYKy, NnaHweTy),
nucnonb3yeMoMy Ansi paboTbl C CUCTEMOW WHTEPHET-OAHKWMHra, Hanpumep, YycTaHoBMB naponb. Ecnn He
NnaHMpyeTcs UCNOMb30BaHME CUCTEMbI B TEYEHWE OJIMTENBHOIO BPEMEHMW, PEKOMEHAYETCS 3aBEpLUMTL paboTy U
BbINTU U3 Hee.

2. MNpwn BO3HMKHOBEHUN NOAO3PEHUN O TOM, YTO JIOTMH UK NApPOSb AN BXOAA B CUCTEMY MHTEPHET-OaHKUHIa
y3HanuM NOCTOPOHHME NULA, a TakkKe Npu OCYLLECTBIIEHUN MOMbITKN HECAHKLMOHMPOBAHHOIO 4OCTYNa K CUCTEME
WHTEpPHET-0aHKMHra noA Ballel Y4eTHOW 3anucbid HeobxoaMmo Hes3aMeanuTenbHO MHGOpMUpOoBaTb O
CNyYMBLUEMCS KPEAUTHYIO OpraHn3aumio.

3. He XpaHuTe naposb Ha BXO4 B CUCTEMY I/IHTepHeT-6aHKVIHFa HenocpeaCTBEHHO Ha KOMMbIOTEPE UITN OKOJ0
Hero. He pekomeHayeTCcd NpuMeHATb OOMH U TOT XKe NMaposib Ha canTax, ncnoJib3dyembixX Ond pa6OTbI C cucTemon
VIHTepHeT-6aHKVIHra U WHbIX cauntax. Ecnn KpegutHaa opraHn3auma npenocTtaBrideT TaKytd BO3MOXHOCTD,
obs3aTenbHO CMeHNTe naposib B CUCTEMY VIHTepHeT-6aHKVIHI'a npwu nepsomM Bxoae n nepnoagnyveckmn ero MeHsnTE.

4. BHegpeHvne Ha komnbkoTep (HOYTOYK, NnaHLWeT) BPEOOHOCHOro KOAa MO3BOSSIET 3M0YMbILUIIEHHUKY
cobupatb MHPOPMaUMIO O AENCTBUAX B CUCTEME WHTEpPHET-GaHKMHra u ynpaensaTb yAarieHHO KOMMbIOTEPOM.
[Moatomy HeobxooMmo ycTaHaBnMBaTb Ha KoMMbioTepe (HOyTOyke, nnaHwWweTe) COBPEMEHHble CcpeacTea
obecnevyeHns uHdopmaunoHHon 6esonacHocTn npu pabote B cetn MHTepHeT. OCHOBHBIMU U3 TakUX CPEeacTB
ABMSAIOTCA NULEH3NOHHbIE CPEACTBa aHTMBMPYCHOW 3alUMTbl U MEXCETEBble 3KpaHbl. PekomeHayeTca HacTpouTb
aBTOMaTuM4eckoe OOHOBMEHMEe aHTUBUPYCHbIX 6a3, a Takke perynsipHO MNpoOBOAMTb AHTUBMPYCHYIO MNPOBEPKY.
PekomeHayeTcs He OTKMoYaTh YCTAHOBMEHHbIE CPeACTBA 3alUMTbl U NepMoanMyeck NpoBepsiTb Nx paboTy.

5. He pekomeHOyeTcs UCNOMNb30BaTb OTKPbITbIE CETU ANA AOCTyNa K CUCTEME MHTepHeT-OaHKuMHra (TouKu
poctyna wi-fi, ceTn onepatopoB MobunbHoOM cBs3n). Mpy ncnonb3oBaHMM CPeacTB AOCTyNa K AOMALLUHMM CETAM
pEKOMEHOYeTCS M3MEHsSITb YCTAHOBIMEHHbIE MPOW3BOAMTENEM Maponu poyTepa, UCMOoNb3yemMoro Ans gocTyna B
CeTb, a Takke MNCMNosb3oBaTh WM poBaHMe.

6. Ha komnbloTepe (HOyTOyke, nnaHLleTe), ucnonbdyemMom Ans pabotbl ¢ cuctemon NHTepHeT-6aHKuHra,
HeoOXoOMMO  UCKMIOYUTbL  MOCELLEHWE CaWTOB COMHWUTENBHOTO  COAEPXaHWsi, 3arpy3ky W YCTAHOBKY
HENMLEH3MOHHOIO NPOrpaMMHOro obecneyeHus.

7. Tpn ncnonb3oBaHUN CUCTEMbI MHTEPHET-6AaHKMHIa NpoBepsnTe 3aWwuLeHHOCTL web-calita. be3sonacHble
web-canTbl 0TMeYeHbl 3Ha4YKOM B BMAE 3aKpbITOro 3aMouyka, agpec canTa OoImkeH HaumHaTbes ¢ https://. B cnyyae
€Cnn canT BbI3blBAET MOAO3PEHUS, 0OpaTUTECh B KPEOUTHYIO OpPraHu3aumio C UCMONb30BaHMEM KOHTAKTHbIX
OaHHbIX, YKa3aHHbIX Ha oduumnanbHOM caunTe.

PekomeHgaumm ans knMeHToB DaHKOB NP COBEPLUEHUN MNaTeXewn
C MCNonb3oBaHWeM MOBUINbHbLIX YCTPONCTB

1. Heobxoaumo yCTaHaBnMBaTb TOJIbKO Od)MLIMaJ'IbHI:Ie MOOMMbHbIE NPUNOXeHna er,EI,MTHOIZ opraHunsauum,
OOCTynNHble B pPEeno3nTtopuax (Mara3|/|Hax FIpI/IJ'IO)KeHMVI) ﬂpOVI3BOLI,I/ITeJ'IeIZ MOOMMbHBIX I'IJ'IaT(*)OpM. an/I 3TOM
Heobxoammo obsi3aTenbHO y6eﬂ,l/ITbCF| B TOM, 4YTO B KayecTBe paspa60TLW|Ka nnn aBTopa npurioXxXeHnd ykKkasaHa
KpeanTHaa opraHn3auna.

2. PekomeHayeTca vcnosb3oBaTb CrleumnanuaMpoBaHHOE MPUNOXEHWE KPEAMTHOW OopraHusauuu, ecrnv OHO
OOCTYMHO, MOCKOSbKY MOOWIbHble BGpay3epbl 6ornee ysa3BMMbI MO CPaBHEHMIO C Gpay3epamu, UCNONb3yeMbiMU Ha
KOMMblOTEPaXx 1 HoyTOyKax.

3. PekomeHayeTcs CBOEBPEMEHHO YCTaHaBNMBaTb [OCTYMNHble OOHOBMEHUS OMNEPaLMOHHOW CUCTEMbI U
NPUNOXEHNA Ha MOBOUIbHLIN TenedoH.

4. PekomeHOyeTCs UCMONb30BaTh aHTUBUPYCHOE NporpamMMHoe obecneyeHne anst MobunbHoro tenedgoHa u
perynspHo o6HOBNATL ero 6a3bl.

5. He nepexoguTe No cchifikam 1 He yCTaHaBNMBanTe NPUIIOXKEHUS! 1 OBHOBMEHWS NporpaMM, HanpaBneHHble
no CMC unu anekTpoHHOW NoYTe, B TOM YNCHE OT UMEHW KPEAUTHON OpraHv3aumm.

6. He pekomeHayeTcsa XpaHUTb B MOBUMNbHOM TenedoHe naponu 1 uHy MHgopMauuio, Heobxogumyro Ans
[OCTyna K MoGunbHoMy GaHky.



7. PekomeHayeTcs yCTaHOBUTL Naposib HA MOBUNbHOM TenedoHe Npu HanU4MmM Takom OyHKUUN,
8. Hukorga He nepegasanite MoBUNbHbIN TenedoH u SIM-kapTy TpeTbnm nuuam.

9. HeobxoaMMoO MNOMHUTb, YTO NOAKMIOYEHUNE ycnyrum MOOUIbHbLIA OaHK K HOMepY Teﬂe(bOHa no3sonaeT
nony4ynTb O0CTyN K 6aHKOBCKOMy c4eTy C ncnosb3oBaHMEM 3TOIro Homepa TeJ'Ie(bOHa.

10. OTnpaBka COOBLUEHUN Ha KOPOTKME HOMEpPa MO3BOMSET CMMCLIBAaTh M NEPEBOANTL OEHEXHbIE CPEeACTBa
KaK CO cyeTa B KpeOMTHO opraHM3auum, Tak U Co cyeTa onepaTtopa MOBUITbHOM CBSI3M.

11. B cny4yae cmeHbl HOMepa unu ytepu TenedoHa, B obsizaTenbHOM nopsake crieqyeT obpatuTtbca B
KPEeaUTHYIO OpraHn3aumio Ang OTKNIYEHUS yCrnyrn MOBUnbHbIN GaHK.

O6Lwwe pekomeHaaumm no obecneyeHunto 6esonacHoCTH

1. Hukorga He cooblwianTe TpeTbMM nuuamM, B TOM YUCRE POACTBEHHMKAM, 3HAKOMbIM, pPabOTHWKaM
KpeouTHOM opraHu3aumu, paboTHukam npeanpusatuin Toprosnu u ycnyr, MNMWH-kog, CVV/CVC-koa nnartexHon
KapTbl, JIOTVHbI, NAPONN U MHblE KOAbl, KOTOpble MOryT ObiTb MCMOMb30BaHbl AN AOCTYNa K CUCTEME WHTEpPHET-
OaHKMHra, a Takke KOOOBOE CIOBO, MacrnopTHble OaHHble. He nepepaBanTe nnaTexHyl KapTy U HOCUTENU
yKa3aHHbIX BbILLIE CBEAEHWI (CKPEeTY-KapTbl, reHepaTopbl OOHOPA30BbIX NapOsien, CPeACTBa 3MEKTPOHHON Noanmncu

v ap.).

2. Ecnn kT0-HMBYAb nonpocun coobwuTb yKasaHHyl Bbllle WHGOPMaUUo, HeoOBXOAMMO MNO3BOHWUTL B
KpeauTHYI0 opraHnsaLumio n coobLwmTb O Cry4YmBLUEMCS.

3. NomMHUTe, 4YTO B cnyyae pasrnalleHns nepcoHanbHbIX AaHHbIX, [MWH-koaa, yTpaTtbl nnaTexHon KapThbl
BO3MOXHO COBEPLUEHWNE 3MOYMbILLMIEHHUKAMN HEMNpPaBOMEPHbIX OEWCTBUA C  OEHEXHbIMU CcpeacTBaMuM  Ha
6aHKOBCKOM cyeTe.

4. KpeonTHas opraHusaums He OCyLLeCTBNSET PacCbiKy NporpaMMm AN YCTAHOBMEHWUS Ha KOMMbOTep,
HOYTOYK, nnaHweT M MOBWMbHBIN TeNedoH, a Takke 3MEeKTPOHHbLIX NMceM C Npocbbow npucnaTe NepcoHanbHble
AaHHble, Naponu, AaHHble c4eToB. Hukorga He oTBeYanTe Ha 3MeKTPOHHbIE MUCbMA, 3anpallnBalrolme yKasaHHble
cBefdeHus. YaananTe niobble nonyvyeHHble COObLLEeHUs, coepxallme CCbIfiku Ha web-CTpaHuubl 1 npegnaratowme
BBECTW NepCcoHarnbHble JaHHbIE.

5. npOBepﬂVITe BCe COODLLEHMS O NnaTexax, o6pau.|,a;| ocoboe BHUMaHWE Ha CyMMYy U nony4yarens.

HeoGxoOoMMo HeszamegnuTenbHO CBSI3aTbCs C KPeaWTHOW opraHv3auuent, B criyyae ecnu yBedoMIleHue
MOCTYNWUIo ABaXXAbl UMK MOSTy4YeHO yBEAOMIIEHME O MriaTexe, KOTOpbI He Oblfl COBEPLLEH.

HeobxoamMmMo perynsipHo npoBepsiTb COCTOsSIHME BAHKOBCKOrO CYETa U OTCIEXMBaTb BbIMOMIHEHHbIE Onepauun
Mo CYeTy, B TOM YMCIIEe C UCMOSb30BaHWEM CUCTEM UHTEPHET-OaHKMHra.

6. CneayeT ocyllecTBNATb B3aMMOAEWCTBME C KpeaWTHOW opraHv3auuen TOMbKo C MCMoSib30BaHUEM
KOHTAKTOB, YKa3aHHbIX B [OKyMEHTax, MNory4yaeMblX HerocpeacTBEHHO OT KPEAMTHOW OpraHvM3auuv Win UHbIX
ocbunumManbHbIX MHPOPMAaLMOHHBIX UCTOYHWUKOB KpeaWUTHOWM opraHusauum (ocuckl, cant u T.4.).

7. INpn cMeHe KOHTaKTHbIX AaHHbIX, B TOM YMCIe B Crlydae noTepu UM cMeHbl HoMmepa TenedoHa, KoTopbin
MCronb3yeTca ANs Nony4YeHus ycryr MobunbHoro GaHkuHra, HeobxoamMmo obsi3aTtenbHO coobwmTb 00 3TOM B
KpeanTHYIO0 opraHusawmio.

UcTouHnk: ochmnumaneHbin cant banka Poccun www.cbr.ru, 21.06.2017
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